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[bookmark: _Toc208822603]Purpose 
Synergy Information Solutions supplies this document for the free use of your tribal organization. However, it is important to know that this document should be used as only a starting point of content and structure. Your final policy should come from internal process review.
Artificial Intelligence Acceptable Use Policy of the [TRIBAL ENTITY]
[bookmark: _Toc208822604]1.0 Introduction and Purpose
[bookmark: _Toc208822605]1.1 Policy Statement
This document establishes the official Acceptable Use Policy (AUP) for Artificial Intelligence (AI) technologies across all departments, enterprises, and entities of the [TRIBAL ENTITY]. The purpose of this policy is to provide clear, enforceable guidelines for the procurement, development, and use of AI. Adherence to this policy is mandatory and is intended to ensure that all applications of AI are secure, ethical, responsible, and fundamentally aligned with the Nation's inherent sovereignty, laws, and cultural values.
[bookmark: _Toc208822606]1.2 Guiding Philosophy
The [TRIBAL ENTITY] recognizes Artificial Intelligence as a powerful tool with the potential to significantly benefit our community. When governed properly, AI can enhance the efficiency of our government operations, improve the delivery of services to our members, preserve our cultural heritage, and create new pathways for sustainable economic development.1 However, this potential must be carefully balanced against the substantial risks that ungoverned AI poses to our data, our autonomy, our privacy, and the well-being of our community members. This policy, therefore, is not designed to stifle innovation but to guide it responsibly. It establishes the principle that technology must serve the people and the long-term interests of the Nation, ensuring that we remain the architects of our own digital future.
[bookmark: _Toc208822607]1.3 Acknowledgment of Sovereignty
This policy is a formal exercise of the [TRIBAL ENTITY]'s inherent sovereignty and right to self-governance. All uses of AI, and all data processed by AI systems within the Nation's jurisdiction, are subject to the laws, regulations, and oversight of the [TRIBAL ENTITY]. External entities, including technology vendors and partners, must acknowledge and respect this sovereign authority as a precondition of any engagement involving AI technology or the Nation's data.
[bookmark: _Toc208822608]2.0 Foundational Principles: Upholding Sovereignty in the Age of AI
[bookmark: _Toc208822609]2.1 The Primacy of Indigenous Data Sovereignty
The non-negotiable foundation of this policy is the principle of Indigenous Data Sovereignty. The Nation asserts that its data is a sovereign asset, essential to self-determination and the rebuilding of a strong Nation. This data includes, but is not limited to: information about our members (demographics, health, education); information about our lands, waters, and resources; our cultural knowledge, languages, stories, and ceremonies; and all operational data generated by our government and enterprises. The Nation has the inherent right to govern this data, including its collection, ownership, and application, for the collective benefit of its people. All provisions of this policy shall be interpreted through the lens of protecting and advancing the Nation's data sovereignty.
[bookmark: _Toc208822610]2.2 Integration of the OCAP® Principles
To operationalize Indigenous Data Sovereignty, this policy formally adopts and mandates adherence to the First Nations principles of Ownership, Control, Access, and Possession (OCAP®) for all data governance related to AI systems. These principles provide the jurisdictional and structural authority over the Nation's data.
· Ownership: The [TRIBAL ENTITY], as a collective, owns its information in the same way an individual owns their personal information. This right is inalienable. It applies to all data used to train, fine-tune, or query AI models, as well as any data generated by those models. Any assertion of ownership over the Nation's data by an external party is void.
· Control: The Nation asserts its absolute right to control all aspects of AI-related data management processes that impact it. This includes control over how data is collected, used, interpreted, stored, disclosed, and ultimately destroyed. This principle directly informs all rules within this policy regarding vendor selection, system architecture, and data handling protocols.
· Access: The Nation and its members must have access to data held about them, regardless of where that data is physically stored. This right extends to understanding and challenging decisions made by AI systems that affect members' rights, benefits, or well-being. AI systems must not be "black boxes"; their decision-making processes must be explainable to the Nation's governing bodies.
· Possession: While Ownership is a principle, Possession is the physical stewardship and control of data. Possession is the primary mechanism by which Ownership is asserted and protected. Therefore, this policy establishes a strong preference for AI systems and data storage solutions that are physically hosted on sovereign land or are subject to legal agreements that explicitly place the data under the Nation's exclusive jurisdiction and control. This aligns directly with technical security controls such as network segmentation and data isolation.
[bookmark: _Toc208822611]2.3 Integration of the CARE Principles
To ensure that the Nation's authority over its data is exercised wisely, this policy adopts the CARE Principles for Indigenous Data Governance, developed by the Global Indigenous Data Alliance (GIDA), as its guiding ethical framework. Where OCAP® establishes the right to govern, CARE provides the values for governing well. Any proposed use of AI must be evaluated against these four principles.
· Collective Benefit: AI systems must be designed, implemented, and function in ways that enable the Nation and its people to derive tangible benefits. These benefits may include improved healthcare outcomes, enhanced educational opportunities, preservation of language and culture, or sustainable economic growth. AI initiatives that primarily benefit external commercial interests without providing a clear, reciprocal, and significant benefit to the community are prohibited.
· Authority to Control: This principle reinforces the Nation's right to govern its data and control how its peoples, lands, and culture are represented within data systems. This empowers the Nation to determine what AI models learn about the community and to prevent the creation of algorithms that misrepresent or harm the Nation's identity and interests.
· Responsibility: The Nation, its employees, and its partners have a reciprocal responsibility to use AI in a manner that supports self-determination and demonstrates accountability. This includes a commitment to transparency in how AI is used, building data and AI literacy within the community, and ensuring that relationships with technology vendors are built on respect and trust.
· Ethics: The rights, safety, and well-being of the Nation's members are the primary concern at all stages of the AI lifecycle, from data collection to model deployment and retirement. AI must not be used to create or perpetuate harm, bias, stigma, or discrimination. Ethical reviews must assess potential harms from the perspective of the community itself.
Together, OCAP® and CARE form a powerful, two-part validation framework for every AI initiative. Any proposed AI system or use case must first satisfy the jurisdictional requirements of OCAP®—ensuring the Nation retains ownership and control. If it passes this test, it must then be evaluated against the ethical and purposeful requirements of CARE—ensuring it delivers a collective benefit and is implemented responsibly. An initiative must satisfy both frameworks to be approved.
[bookmark: _Toc208822612]3.0 Scope and Applicability
[bookmark: _Toc208822613]3.1 Persons Covered
This policy applies to all individuals and entities acting on behalf of the [TRIBAL ENTITY] or utilizing its resources. This includes, but is not limited to, all Tribal Council members, employees (full-time, part-time, temporary), contractors, consultants, volunteers, and any other party granted access to the Nation's information systems and data.
[bookmark: _Toc208822614]3.2 Technologies Covered
This policy governs the use of all Artificial Intelligence systems, software, platforms, and features, whether procured from a third-party vendor, developed in-house, or accessed through public means. This includes, but is not limited to:
· Generative AI (e.g., large language models like ChatGPT, image and code generators).
· Predictive Analytics and Machine Learning Models.
· Automated Decision-Making Systems.
· AI-powered surveillance and monitoring tools (e.g., facial recognition).
· AI features embedded within standard office software.
[bookmark: _Toc208822615]3.3 Data Covered
This policy applies to any and all data owned by or entrusted to the [TRIBAL ENTITY] that is input into, processed by, or generated as output from an AI system. This explicitly includes "Indigenous Data," which is broadly defined to encompass all information about the Nation's peoples, lands, resources, languages, cultures, knowledge, stories, and ceremonies, as well as data related to demographics, housing, health, economies, and education.
[bookmark: _Toc208822616]4.0 General Rules for All Users of AI Systems
This section establishes the baseline rules that apply to all users across all departments and enterprises. These rules translate technical security and governance controls into clear, actionable responsibilities for every individual.
[bookmark: _Toc208822617]4.1 Authorized Systems and Access
· Approved Systems Only: Users are permitted to use only those AI systems and tools that have been formally reviewed, approved, and authorized by the Nation's IT Department and the AI Governance Committee. A current list of approved AI systems will be maintained and made accessible to all personnel.
· Principle of Least Privilege: Access to approved AI systems will be granted based on job function and necessity. Users will be provisioned with the minimum level of access and permissions required to perform their specific duties. This practice limits potential data exposure and aligns with established security controls.
[bookmark: _Toc208822618]4.2 Data Use and Protection in AI Systems
· Data Classification is Mandatory: Users are responsible for knowing the classification level of the data they handle. The act of inputting data into an AI system is a form of data use and is subject to all of the Nation's data protection and classification policies.
· Strict Prohibition on Sensitive Data in Public Tools: Under no circumstances may a user input data classified as Internal, Confidential, or Restricted into any public, free, or non-approved AI tool (e.g., the free public versions of ChatGPT, Google Gemini, Midjourney, etc.). Doing so constitutes a major security breach and a direct threat to the Nation's data sovereignty, as it places sovereign data outside the Nation's control and possession.
· Data Minimization: Users must strictly adhere to the principle of data minimization. When using any approved AI tool, only the absolute minimum amount of data necessary to accomplish the specific, authorized task should be provided as input. This is a foundational control for protecting the Nation's assets.


[bookmark: _Toc208822619]4.2.1 Data Classification and Permitted AI Use Guide
To provide clear, at-a-glance guidance, the following table outlines what types of data can be used in different categories of AI systems. This table serves as a primary reference for all end-users.
	Data Classification
	Description & Examples
	Permitted Use in Public/Free AI Tools (e.g., Free ChatGPT)
	Permitted Use in Approved Third-Party AI Tools (Vendor-provided, BAA/DSA in place)
	Permitted Use in Tribally-Hosted Sovereign AI Tools

	Level 1: Public
	Information already approved for public release. Press releases, public website content, published reports.
	Permitted (e.g., "Summarize this public press release.")
	Permitted
	Permitted

	Level 2: Internal
	Routine internal business communications not for public release. Draft documents, meeting minutes, internal memos.
	PROHIBITED
	Permitted with Caution (Check system-specific guidelines)
	Permitted

	Level 3: Confidential
	Sensitive business data that could harm the Nation if disclosed. Employee PII, non-public financial data, legal contracts, strategic plans.
	STRICTLY PROHIBITED
	Permitted ONLY in systems explicitly approved for this data level.
	Permitted

	Level 4: Restricted
	The Nation's most sensitive data, protected by law or Tribal custom. Tribal Member PII, Player Data (Gaming), Cultural/Ceremonial Info, Protected Health Information (PHI).
	STRICTLY PROHIBITED
	PROHIBITED (Except for specific, highly-vetted Health & Gaming systems under strict controls)
	Permitted ONLY in designated, isolated, and audited systems.


[bookmark: _Toc208822620]4.3 Prohibited Uses of AI
The following uses of AI technology are strictly prohibited:
· Engaging in any activity that is illegal under Tribal, federal, or applicable state law, or that violates any other policy of the [TRIBAL ENTITY].
· Creating or knowingly disseminating disinformation, "deepfake" content of individuals, or other malicious, fraudulent, or deceptive materials.
· Infringing on copyright, trademark, intellectual property rights, or the cultural and intellectual property rights of the Nation or any other party.
· Using AI to harass, discriminate against, defame, or threaten any individual or group.
· Using AI to surveil employees or community members, unless explicitly authorized as part of a formal, transparent, and legally-sanctioned security protocol.
· Attempting to bypass security controls, reverse-engineer proprietary models, or conduct adversarial attacks such as "prompt injection" to manipulate AI outputs or expose underlying data.
[bookmark: _Toc208822621]4.4 Use of Public and Third-Party AI Tools ("Shadow AI")
· The unauthorized use of AI applications, browser plug-ins, or software not formally approved by the IT Department is known as "Shadow AI" and is strictly prohibited. Shadow AI introduces uncontrollable risks to data security, privacy, and sovereignty, as the Nation has no visibility into or control over how its data is being used, stored, or shared by these unauthorized tools.
· Any request to procure or use a new third-party AI tool must be submitted to the IT Department. The tool will undergo a formal vendor and third-party risk management review. This review will rigorously assess the vendor's security practices, data handling policies, and jurisdictional posture. Crucially, the review will evaluate the vendor's ability and willingness to comply with the Nation's OCAP® and CARE principles, which will be a determining factor in the approval process.
[bookmark: _Toc208822622]4.5 Verification, Accuracy, and Avoiding Overreliance
· AI-generated content, particularly from large language models, is not infallible. It can be inaccurate, biased, or entirely fabricated (a phenomenon known as "hallucination"). The user who employs an AI tool is ultimately accountable for the accuracy and appropriateness of the final work product.
· All AI-generated information that is to be used in official documents, reports, decision-making processes, or external communications must be independently verified for accuracy and factual correctness by a qualified human.
· AI systems are to be regarded as tools that assist human judgment, not as replacements for it. Overreliance on AI outputs without applying critical thinking and expert scrutiny is a violation of this policy and can lead to significant errors and poor decisions.
[bookmark: _Toc208822623]4.6 Security Responsibilities and Incident Reporting
· Users are a critical part of the Nation's security posture. Any suspected security incident, data breach, anomalous AI behavior, or potential policy violation must be reported immediately to the IT Department. Prompt reporting is essential for an effective incident response.
· Users are responsible for safeguarding their login credentials for all approved systems. Sharing of accounts or credentials for AI systems is strictly prohibited.
[bookmark: _Toc208822624]4.7 User Accountability and Monitoring
· To ensure compliance with this policy and protect the Nation's assets, all user interactions with approved AI systems—including inputs, queries, and outputs—may be logged and monitored by authorized personnel. This is a required control for security and compliance auditing.
· Violation of this policy will be treated as a serious matter and will result in disciplinary action, which may include suspension of access, retraining, and up to termination of employment or contract, in accordance with the Nation's established procedures.

[bookmark: _Toc208822625]5.0 Advanced Governance and Technical Controls
This section details the advanced controls required for the entire AI lifecycle, from data preparation to vendor management and compliance monitoring. These rules apply to IT, data analytics, and departmental leadership responsible for procuring or deploying AI systems.
[bookmark: _Toc208822626]5.1 Data Preparation and Enrichment for AI Consumption
The principle of "garbage in, garbage out" is fundamental to AI; the quality of an AI model's output is entirely dependent on the quality of its input data. Any process that cleanses, transforms, adds to, or otherwise enriches a dataset in preparation for its use in an AI system must adhere to the following controls:
· Data Quality and Integrity: All data pipelines feeding AI models must include automated processes for data cleansing, deduplication, standardization, and validation to ensure accuracy, completeness, and consistency. Data must be fit for its intended purpose, and quality checks must be implemented at each stage of the pipeline.
· Bias Mitigation in Data Enrichment: Data enrichment processes must be designed to prevent the introduction or amplification of societal biases. Datasets must be representative of the community and diverse enough to avoid selection bias. Human oversight is required to review data sources and enrichment logic for potential biases related to race, gender, or other protected characteristics before the data is used for model training.
· Data Lineage and Documentation: A complete and auditable record of data lineage must be maintained for all datasets used in AI. This documentation must track the data's origin, all transformations and enrichments applied, and the purpose of these modifications. This ensures traceability and is essential for audits and troubleshooting.
· Security and Sovereignty: All data preparation and enrichment activities are subject to the Nation's data sovereignty principles (OCAP® and CARE) and security protocols. Sensitive data must be protected throughout the entire data lifecycle, from ingestion to model deployment.
[bookmark: _Toc208822627]5.2 Compliance Monitoring and Auditing of AI Outputs
To ensure AI systems operate in continuous alignment with this policy, their outputs and performance must be actively monitored and periodically audited.
· Continuous Performance Monitoring: All approved AI systems must be subject to real-time or near-real-time monitoring to track performance and health. Key metrics, including accuracy, data drift, and the rate of "hallucinations," must be logged and reviewed to detect degradation or anomalous behavior. Automated alerts shall be configured to notify the IT Department and system owners when performance deviates from established thresholds.
· Bias and Fairness Audits: AI systems, particularly those used in high-stakes decision-making, must undergo regular audits to test for discriminatory bias. These audits will evaluate system outputs across different demographic groups to ensure equitable outcomes and compliance with the ethical principles of this policy.
· Audit Trails and Reporting: All AI system inputs, outputs, and key decisions must be logged in a secure, tamper-evident manner to create a verifiable audit trail. The AI Governance Committee will define a schedule for regular compliance reports, which will summarize performance metrics, audit findings, and any remedial actions taken.
· Human-in-the-Loop for High-Risk Systems: For AI systems classified as high-risk, outputs must be subject to human review before final action is taken. This ensures a layer of accountability and provides an opportunity to override flawed or non-compliant AI-generated decisions.
[bookmark: _Toc208822628]5.3 Governance of Third-Party and "Black Box" AI Systems
When the Nation procures AI systems from third-party vendors, especially those whose inner workings are opaque ("black box" systems), the reputational and regulatory liability remains with the Nation. Therefore, such systems are subject to heightened scrutiny.
· Enhanced Due Diligence: Before procurement, vendors must provide clear documentation regarding their AI governance practices, model development methodologies, and the sources of their training data. Vendors must disclose how their systems have been tested for bias, their mechanisms for ensuring data privacy, and how they monitor for model drift and other risks.
· Strict Contractual Requirements: All vendor contracts for AI systems must include specific clauses that:
1. Explicitly require the vendor to disclose when and how AI is being used in the service provided.
2. Affirm the Nation's sole ownership and control of its data (OCAP®), and prohibit the vendor from using the Nation's data for training their models for other clients without explicit, written consent.
3. Grant the Nation the right to audit the AI system's performance, outputs, and compliance with this policy.
4. Establish clear protocols for incident response, including prompt notification of any performance failures, security breaches, or significant model changes.
· Demand for Transparency and Explainability: For any AI system that influences decisions affecting members' rights, benefits, or well-being, the Nation will not accept a "black box" as a final answer. Vendors must provide a means of explaining the logic behind the system's outputs in an understandable way. The inability of a vendor to provide adequate transparency for a high-risk system will be grounds for disqualification.
· Ongoing Vendor Monitoring: The performance and compliance of all third-party AI systems must be monitored continuously. The AI Governance Committee will conduct periodic reviews of vendor AI systems to ensure they continue to meet the Nation's standards for security, ethics, and responsible use.

[bookmark: _Toc208822629]6.0 Sector-Specific Policies and Procedures
This section is designed to be modular. Each of the following subsections (6.1, 6.2, 6.3) is a self-contained policy addendum that applies to the specified operational area. These sections can be included or removed to create a version of the policy tailored to a specific entity.

[bookmark: _Toc208822630]6.1 Tribal Administration
This section provides specific rules governing the use of AI within the governmental and administrative functions of the [TRIBAL ENTITY], including but not limited to Member Services, Finance, Legal, Planning, and Grant Management.
[bookmark: _Toc208822631]6.1.1 Use in Member Services and Governance
· AI as an Efficiency Tool: Approved AI systems may be used to improve the efficiency of administrative tasks, such as summarizing long documents, drafting initial versions of public communications, analyzing operational data for process improvements, and organizing historical records.
· Prohibition on Automated Decision-Making for Member Benefits: Any AI-driven system that informs or makes a decision directly impacting a Tribal member's rights, benefits, eligibility, or status (e.g., for housing, enrollment, social services, or educational funding) must be subject to final review, validation, and approval by a qualified human official. The use of fully automated, un-reviewed AI for such decisions is strictly prohibited. This measure is necessary to mitigate the risks of algorithmic bias, which could disproportionately harm vulnerable members of the community, and to ensure that decisions are made with the fairness and context that only human oversight can provide.
· Maintaining Institutional Knowledge: While AI can address workforce challenges and automate routine tasks, overreliance poses a risk to the Nation's long-term institutional knowledge. Department heads must ensure that staff continue to receive training in the core competencies of their roles, even when AI tools are available. AI should be treated as a "junior assistant" whose work requires rigorous checking and validation, not as a substitute for human expertise. This approach ensures that the Nation's staff retain the skills and deep understanding necessary for effective governance and operational resilience, preventing a dangerous dependency on external technology.
[bookmark: _Toc208822632]6.1.2 Grant Management and Inter-Governmental Affairs
· Assistance in Grant Management: Approved AI tools may be used to assist in identifying relevant grant opportunities and in drafting initial sections of grant applications. This can improve the competitiveness of the Nation's applications and reduce the administrative burden on staff.
· Sovereignty in External Data Sharing: Extreme caution must be exercised when Tribal data is required to be shared or input into AI systems managed by external government entities (e.g., federal or state agencies). Such data sharing may expose the Nation's data to external jurisdictions and compromise its sovereignty. Any sharing of sovereign data with an external government's AI system requires a formal review of that system's data governance policies and explicit written approval from the Tribal Council or its designated body.
[bookmark: _Toc208822633]6.1.3 Financial and Legal Document Review
· Drafting and Analysis: AI can be used as a tool to draft initial versions of financial reports, budgets, ordinances, or legal summaries.
· Mandatory Expert Review: All AI-generated outputs that are financial, legal, or regulatory in nature must be meticulously reviewed, edited, and validated by qualified personnel within the appropriate department (e.g., Finance Department, Office of the General Counsel) before they are considered official, acted upon, or disseminated. The Nation retains full accountability for the accuracy and legal standing of its official documents.

[bookmark: _Toc208822634]6.2 Tribal Gaming & Entertainment
This section provides specific rules governing the use of AI within the Nation's gaming and hospitality enterprises. These rules are in addition to the general rules and are designed to address the unique regulatory, ethical, and operational environment of the gaming industry.
[bookmark: _Toc208822635]6.2.1 Player Data and Analytics
· Compliance with Regulations: All use of player data in AI systems must comply strictly with the regulations set forth by the Gaming Commission, the National Indian Gaming Commission (NIGC), and, where applicable, standards such as the Payment Card Industry Data Security Standard (PCI DSS).
· Operational Efficiency: AI may be used for approved operational purposes, such as optimizing slot floor performance, analyzing guest traffic patterns, and improving marketing campaign efficiency, provided such use is consistent with all other provisions of this policy.
[bookmark: _Toc208822636]6.2.2 Responsible Gaming and Marketing Ethics
· The Primacy of Player Well-Being: The Nation has a fundamental ethical duty of care for its patrons. In the context of AI, this duty must take precedence over profit-maximization objectives.
· Prohibition on Exploitative Targeting: AI systems shall not be designed or used to identify and target players who are susceptible to addiction or are exhibiting behaviors associated with problem gambling for the purpose of exploitative marketing or to induce further play. Analyzing player data to find and exploit vulnerabilities is a direct violation of the CARE principle of minimizing harm and is strictly forbidden.
· Permitted Use for Player Protection: AI systems may be used to proactively identify patrons exhibiting early warning signs or behavioral markers of problem gambling. The sole purpose of such identification must be to initiate a responsible gaming intervention by trained personnel, in accordance with the property's approved Responsible Gaming Program. This use case must be designed and audited for player protection, not for profiling or profit.
· Resolving the Inherent Conflict: The same AI analytics can be interpreted for marketing or for responsible gaming. This policy explicitly resolves this conflict. If an AI system flags a patron for behavior that could be interpreted as both a high-value marketing opportunity and a potential responsible gaming concern, the responsible gaming protocol must take precedence. Marketing actions targeting that patron must be suspended pending a review under the Responsible Gaming Program.
· Marketing Compliance Review: All AI-driven marketing strategies, segmentation models, and promotional campaigns must be reviewed and approved by both the Marketing and Compliance departments to ensure they are not predatory, deceptive, or otherwise in violation of the Nation's commitment to ethical operations.
[bookmark: _Toc208822637]6.2.3 Security and Fraud Detection
· Authorized Security Applications: AI may be employed for legitimate security and asset protection purposes, including the detection of financial fraud, the prevention of money laundering, identifying cheating at table games or slot machines, and monitoring for other illicit activities.
· Governance of Biometric and Surveillance AI: The use of advanced AI surveillance technologies, such as facial recognition or emotional recognition systems, carries significant privacy and ethical implications. Any proposal to deploy such technology requires a separate, comprehensive review and explicit approval from the Tribal Council and the Gaming Commission. The review must assess the technology's accuracy, potential for bias, and alignment with the community's values.

[bookmark: _Toc208822638]6.3 Tribal Health
This section provides specific rules governing the use of AI within the Nation's health clinics, hospitals, and other healthcare-related programs. These rules are paramount for protecting patient safety, privacy, and the sensitive health data of the community.
[bookmark: _Toc208822639]6.3.1 Strict HIPAA Compliance
· Absolute Requirement: All procurement and use of AI in any healthcare context must be in absolute compliance with the Health Insurance Portability and Accountability Act (HIPAA), including its Privacy Rule, Security Rule, and Breach Notification Rule. This is a baseline legal and ethical requirement.
[bookmark: _Toc208822640]6.3.2 Protection of Protected Health Information (PHI)
· Prohibition on Use in Non-Approved Systems: Protected Health Information (PHI) or electronic PHI (ePHI) shall not be input into, processed by, or stored in any AI system that has not been specifically designed, secured, and approved for clinical use. The use of any public, commercial, or general-purpose AI tool (e.g., ChatGPT, Google Gemini) with PHI is a severe violation of this policy and federal law, and it will result in immediate disciplinary action.
· Business Associate Agreements (BAA): Before any third-party AI system is granted access to PHI, a comprehensive, legally-vetted Business Associate Agreement (BAA) must be in place with the vendor. This BAA must, at a minimum, meet all requirements under HIPAA.
· Sovereignty-Informed Vendor Contracts: Recognizing that standard BAAs may not fully protect the Nation's sovereign interests, all AI vendor contracts involving PHI must include additional clauses that go beyond HIPAA requirements. These clauses must:
1. Explicitly affirm the [TRIBAL ENTITY]'s sole ownership of its health data.
2. Strictly prohibit the vendor from using the Nation's de-identified PHI for its own internal research, model training for other clients, or any purpose not directly related to providing the contracted service to the Nation, thereby upholding the CARE principle of Collective Benefit.
3. Guarantee a clear, technically feasible, and financially reasonable data exit strategy, ensuring the Nation can retrieve its data in a usable format and terminate the service without being subject to "vendor lock-in.” This upholds the OCAP® principles of Control and Possession.
[bookmark: _Toc208822641]6.3.3 Clinical Oversight and Accountability
· AI as a Clinical Support Tool: AI systems may be used to support clinical activities, such as analyzing medical images (e.g., X-rays, MRIs), predicting disease risk from lab results, or automating the summarization of clinical notes.
· Final Decision by Human Clinician: Any AI-generated output related to a patient's diagnosis, treatment plan, medication order, or any other aspect of clinical care management is considered advisory only. The final medical decision and ultimate responsibility for patient care must reside with a qualified, licensed healthcare professional. The AI is a tool to augment the clinician's expertise, not to replace it.
[bookmark: _Toc208822642]6.3.4 Data De-identification and Minimization
· De-identification as a Best Practice: Whenever feasible, AI models used for research, analytics, or training should utilize de-identified data. The process of de-identification must follow one of the methods prescribed by HIPAA (Safe Harbor or Expert Determination) to ensure patient privacy is protected.
· Minimum Necessary Standard: The HIPAA "minimum necessary" standard must be strictly applied to all AI systems. Any AI tool should be configured to access only the specific data elements of PHI that are absolutely essential for it to perform its designated function.
[bookmark: _Toc208822643]6.3.5 Patient Consent and Transparency
· Patients have a right to be informed about the role technology plays in their care. The healthcare entity must develop and provide clear, understandable information to patients explaining how AI systems may be used as part of their diagnosis or treatment. Mechanisms for obtaining and documenting patient consent for specific AI-driven procedures must be implemented where appropriate.

[bookmark: _Toc208822644]7.0 Policy Enforcement
[bookmark: _Toc208822645]7.1 Responsibility
All users are individually responsible for reading, understanding, and adhering to this policy and its sector-specific addendums as they apply to their roles. Department heads, directors, and supervisors are responsible for ensuring their staff receive training on this policy and for enforcing compliance within their respective areas of oversight.
[bookmark: _Toc208822646]7.2 Auditing and Monitoring
The IT Department and the designated AI Governance Committee reserve the right to audit the use of all AI systems to ensure compliance with this policy. These audits may include reviewing system access logs, user activity logs, and data flows, as well as conducting periodic risk assessments of AI technologies.
[bookmark: _Toc208822647]7.3 Violations
Any user found to have violated this policy will be subject to disciplinary action, in accordance with the [TRIBAL ENTITY]'s established personnel policies and procedures. Consequences may range from mandatory retraining and temporary suspension of system access to termination of employment or contract. Violations that involve breaches of law may also result in legal action under the jurisdiction of the Tribal courts.
[bookmark: _Toc208822648]8.0 Definitions
· Algorithmic Bias: Systematic and repeatable errors in an AI system that result in unfair outcomes, such as privileging one arbitrary group of users over others. Bias can emerge from the data used to train the model or the design of the algorithm itself.
· Artificial Intelligence (AI): A branch of computer science that deals with the creation of intelligent agents, which are systems that can reason, learn, and act autonomously. For the purpose of this policy, it covers a wide range of technologies including machine learning, natural language processing, and generative AI.
· Business Associate Agreement (BAA): A written contract between a HIPAA-covered entity and a HIPAA business associate required by law to protect personal health information (PHI) in accordance with HIPAA guidelines.
· CARE Principles: A framework for Indigenous data governance standing for Collective Benefit, Authority to Control, Responsibility, and Ethics, designed to ensure data is used to advance Indigenous innovation and self-determination.
· Generative AI: A class of AI models capable of generating new content, such as text, images, or code, that is novel but resembles the data it was trained on.
· Hallucination (AI): A phenomenon where an AI model, particularly a large language model, generates text that is nonsensical, factually incorrect, or disconnected from the provided input, presented as if it were factual.
· Indigenous Data: Information, in any format, that is about and from Indigenous peoples, their lands, resources, and cultures. This includes data on individuals as well as collective data about the Nation.
· Indigenous Data Sovereignty: The right of Indigenous peoples to govern the collection, ownership, and application of their own data. It derives from tribes' inherent right to govern their people, lands, and resources.
· Large Language Model (LLM): An advanced type of AI algorithm that uses deep learning techniques and massive datasets to understand, summarize, generate, and predict new content.
· OCAP®: A registered trademark of the First Nations Information Governance Centre (FNIGC), standing for the principles of Ownership, Control, Access, and Possession. It asserts that First Nations have complete control over data collection processes in their communities, and that they own and control how this information is used.
· Personally Identifiable Information (PII): Any information about an individual that can be used to distinguish or trace an individual's identity, such as their name, social security number, date and place of birth, etc., either alone or when combined with other personal or identifying information.
· Protected Health Information (PHI): Any information in a medical record that can be used to identify an individual, and that was created, used, or disclosed in the course of providing a health care service, such as a diagnosis or treatment.
· Shadow AI: The use of AI tools and applications by employees within an organization without the knowledge, approval, or oversight of the IT department. This practice poses significant security and data privacy risks.
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