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[bookmark: _Toc208762746]Purpose
This baseline was developed using the NIST AI Risk Management Framework (AI RMF), NIST COSAI overlays, and tribal data governance principles (CARE and OCAP®). These frameworks provided the foundation for defining ten mandatory minimum controls, supplemented by lessons from prior emerging technologies such as IoT.
NIST AI Risk Management Framework (AI RMF): https://www.nist.gov/itl/ai-risk-management-framework 
NIST COSAI Overlays for AI: https://www.nist.gov/artificial-intelligence 
CARE Principles (Collective Benefit, Authority to Control, Responsibility, Ethics): https://www.gida-global.org/care 
OCAP Principles (Ownership, Control, Access, Possession): https://fnigc.ca/ocap-training/ 
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	Control ID
	Name
	Purpose
	NIST AI RMF/COSAI
	CARE
	OCAP

	1
	AI Policy & Governance
	Establishes Acceptable Use, governance roles, and tribal sovereignty requirements.
	AI RMF: Govern 1.1, COSAI: Map 1.3
	Authority to Control, Ethics
	Control, Access

	2
	Network Segmentation & Isolation
	Separates AI systems from sensitive environments and limits blast radius.
	AI RMF: Manage 1.1, COSAI: Govern 2.2
	Authority to Control
	Control, Access

	3
	Data & System Access Control
	Restricts AI access to only required datasets and systems.
	AI RMF: Map 1.4, Manage 2.1
	Collective Benefit
	Ownership, Control

	4
	User & Privilege Management
	Differentiates user roles (read-only, admin, etc.) and enforces least privilege.
	AI RMF: Manage 2.2
	Authority to Control
	Access

	5
	AI Logging & Monitoring
	Records queries, outputs, and admin actions; monitors for anomalies.
	AI RMF: Measure 2.1, COSAI: Manage 3.3
	Responsibility
	Possession

	6
	AI Incident Response Integration
	Ensures incident response plans include AI-specific misuse scenarios.
	AI RMF: Manage 3.1, COSAI: Govern 3.2
	Responsibility, Ethics
	Control, Access

	7
	Risk Assessment & Vulnerability Management
	Includes AI in annual risk assessments, penetration testing, and vulnerability scans.
	AI RMF: Map 2.1, Measure 1.2
	Collective Benefit
	Ownership

	8
	Vendor & Third-Party Risk Management
	Requires due diligence and contractual controls for AI service providers.
	AI RMF: Govern 2.1, COSAI: Manage 2.3
	Authority to Control, Ethics
	Ownership, Control

	9
	Data Classification & Minimization
	Ensures AI only processes minimum necessary data; restricts sensitive data use.
	AI RMF: Map 1.2, COSAI: Govern 1.3
	Collective Benefit
	Ownership, Possession

	10
	Model Validation & Pre-Deployment Testing
	Validates AI models in a controlled environment before production deployment.
	AI RMF: Measure 3.1, COSAI: Manage 3.2
	Ethics, Responsibility
	Ownership
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[bookmark: _Toc208762748]NIST Cybersecurity Framework (CSF)
· ID.GV-1 – Organizational cybersecurity policy is established and communicated.
· ID.AM-5 – Resources (devices, data, and systems) are inventoried and prioritized by classification and business value.
· PR.IP-1 – A baseline configuration of IT/OT systems is created and maintained.
· PR.IP-3 – Configuration change control processes are in place.
· PR.IP-10 – Security processes and procedures are tested and improved.
· PR.AT-1 – All users are informed and trained.
· PR.AT-2 – Privileged users understand their roles and responsibilities.
· PR.AC-1 – Identities and credentials are issued, managed, verified, revoked, and audited.
· PR.AC-3 – Remote access is managed.
· PR.AC-4 – Access permissions are managed, incorporating least privilege and separation of duties.
· PR.AC-5 – Network integrity is protected, incorporating appropriate network segmentation.
· PR.AC-6 – Access to systems and assets is limited to authorized users, processes, and devices.
· PR.PT-1 – Audit/log records are determined, documented, implemented, and reviewed.
· DE.CM-1 – The network is monitored to detect potential cybersecurity events.
· DE.CM-7 – Monitoring for unauthorized personnel, connections, devices, and software is performed.
· DE.CM-8 – Vulnerability scans are performed.
· RS.RP-1 – Incident response plan is executed during or after an incident.
· RS.AN-2 – The impact of incidents is understood.
· RS.CO-2 – Incidents are reported consistent with established criteria.
· RS.MI-1 – Incidents are contained.
Source: https://csf.tools/reference/nist-cybersecurity-framework/v1-1/ 
[bookmark: _Toc208762749]PCI DSS v4.0
· 1.2.3 – Ensure that access to the cardholder data environment is restricted and secured (segmentation).
· 3.1 – Keep cardholder data storage to a minimum; limit retention.
· 3.2 – Protect stored cardholder data.
· 6.1 – Establish a process to identify and assign a risk ranking to newly discovered vulnerabilities.
· 6.3 – Develop and maintain secure systems and applications; ensure changes are tested before production.
· 6.5 – Address common coding vulnerabilities in software development processes.
· 7.1 – Limit access to system components and cardholder data to only those with a business need.
· 7.2 – Establish access control systems for systems and data.
· 8.3 – Secure authentication and multi-factor access for all non-console administrative access.
· 10.2 – Implement automated audit trails for all system components.
· 10.3 – Record specific audit trail entries (user IDs, timestamps, actions, etc.).
· 10.6 – Review logs and security events for all system components.
· 11.3 – Implement penetration testing program at least annually.
· 12.2 – Implement a risk assessment process that is performed at least annually.
· 12.3 – Develop usage policies for critical technologies (acceptable use).
· 12.5 – Assign responsibility for information security to an individual or team.
· 12.6 – Implement a formal security awareness program to educate personnel.
· 12.8 – Maintain and implement policies for managing service providers.
· 12.10 – Implement an incident response plan.
· 12.10.6 – Review and test incident response plan at least annually.
Source: https://www.pcisecuritystandards.org/document_library/?category=pcidss&document=pci_dss 
[bookmark: _Toc208762750]CARE Principles (Global Indigenous Data Alliance)
· Collective Benefit – Data ecosystems shall be designed to deliver benefits for Indigenous Peoples.
· Authority to Control – Indigenous Peoples’ rights and interests in governing data are recognized.
· Responsibility – Those using Indigenous data have responsibilities to ensure respect and benefit.
· Ethics – Indigenous Peoples’ rights and well-being should be the primary concern at all stages.
Source: https://www.gida-global.org/care 
[bookmark: _Toc208762751]OCAP Principles (First Nations Information Governance Centre)
· Ownership – First Nations own information collectively in the same way that an individual owns their personal information.
· Control – First Nations control how information about them is collected, used, and disclosed.
· Access – First Nations have the right to access information about themselves and their communities.
· Possession – First Nations physically possess their data, a mechanism to assert and protect ownership.
Source: https://fnigc.ca/ocap-training/ 
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