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[bookmark: _Toc208768378]Purpose
This document outlines your responsibilities when using any Artificial Intelligence (AI) tool or system as an employee or representative of the [insert name of Nation]. The goal is to use AI's benefits while protecting the Nation's most valuable assets: our data, our sovereignty, and our community's trust. Adherence to these rules is mandatory.
[bookmark: _Toc208768379]Your Core Responsibility: Protecting Our Sovereign Data
The data of the [insert name of Nation] is a sovereign asset. This includes member information, financial data, health records, cultural knowledge, and all operational data. Your primary responsibility is to protect this data at all times. Placing our data into unauthorized systems compromises our sovereignty.
[bookmark: _Toc208768380]Key Rules for Using AI
[bookmark: _Toc208768381]A. Use Approved AI Tools Only
· You are only permitted to use AI systems that have been officially approved by the IT Department.
· Using unauthorized AI tools, software, or browser plug-ins (also known as "Shadow AI") is strictly prohibited. These unvetted tools pose a direct threat to our data security and sovereignty.
[bookmark: _Toc208768382]B. Protect Our Data: The Most Critical Rule
· You are responsible for knowing the sensitivity of the data you handle.
· NEVER input Internal, Confidential, or Restricted data into any public or non-approved AI tool (e.g., the free public versions of ChatGPT, Google Gemini, etc.). This is a major security breach.
· Restricted Data includes: Tribal Member PII, Protected Health Information (PHI), Gaming Player Data, and Cultural/Ceremonial Information.
· Always use the minimum amount of data necessary to perform your task.
[bookmark: _Toc208768383]C. Verify, Do Not Trust
· AI can produce inaccurate or completely false information ("hallucinations").
· You are accountable for the accuracy of any work you produce using AI. You must independently verify all AI-generated facts, figures, and critical information before using it in official work.
· AI is a tool to assist your judgment, not replace it.
[bookmark: _Toc208768384]D. Prohibited Uses
You must not use AI for any of the following purposes:
· Any activity that is illegal or violates other Nation policies.
· Creating or spreading disinformation, fraudulent content, or "deepfakes".
· Infringing on copyright or the Nation's cultural and intellectual property.
· Harassing, discriminating against, or defaming any individual.
· Bypassing security controls or attempting to manipulate AI systems.
[bookmark: _Toc208768385]E. Report Incidents Immediately
· If you suspect a data breach, notice unusual AI behavior, or witness a violation of this policy, you must report it to the IT Department immediately.
[bookmark: _Toc208768386]Violation of Policy
Failure to comply with these rules will be treated as a serious matter and will result in disciplinary action, up to and including termination of employment or contract, in accordance with the Nation's established procedures.

[bookmark: _Toc208768387]Acknowledgement and Agreement
I have read, understood, and agree to abide by the rules and responsibilities outlined in this AI Acceptable Use Policy. I understand that my use of AI systems is subject to monitoring and that violating this policy will result in disciplinary action.
Signature: _____________________________________________________________________
Printed Name: _________________________________________________________________
Date: _________________________________________________________________________
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